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Timeframe of concern
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* Patch, mitigate risk, or actively accept risk 
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Machines
Factory lines
Whole installations
Usually comprise of several different vendors

Asset Owners want to run their facility 
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Asset Owners are confronted with a lot of things

Cyber-Security
Patches, updates

Regulatory
requirements

Availability, 
uptime, revenue
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ABB
Adobe
Alcatel-Lucent
Apple
Aruba Networks
ASUS
AVM
B. Brown
Barracuda
Baxter
Beckhoff
Belden
Belkin
Bender
BlackBerry
Brother

Canbium
Networks
CareStream
Caterpillar
Cisco Systems
Citrix
Debian
Dell
Devolo
Digi
D-Link
Eaton
Emerson
EMU
Endress+Hauser
F5

FEIG
Festo
F-Secure
Fujitsu
G-Data
GE
Google
Green Hills
Harting
Hensoldt
HIMA
Hitachi
Honeywell
HP
Huawei
IBM

Intel
Joyent
Juniper
LANCOM
LG Electronics
Linksys
Marvell 
Semiconductor
McAfee
MediaTek
Microchip
Microsoft
Mitsubishi
Mozilla
NEC
NetApp

Netgear
Nokia
NVIDIA
Oracle
Palo Alto
Philips 
Electronics
Phoenix Contact
Pilz
QNAP
Qualcomm
Red Hat
Ricoh
Riverbed
Rockwell 
Automation

Samsung
Schneider 
Electric
Siemens
Sierra Wireless
Sony
Sophos
SUSE
Swiss Control 
Systems
Symantec
Synology
Technicolor
Texas 
Instruments
Toshiba

TP-Link
Treck
Ubuntu
Veriv
Versiant
VMware
Wago
Weidmüller
Western Digital
Wind River
Xerox
Xiaomi
Xilinx
Yokogawa
Zyxel
…

So many vendors – some examples
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So many sources of information – some examples
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Vendors

National CSIRTs

ISACs

Regulators

Security researchers

…
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So many sources of information – so many channels and formats
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Vendors

National CSIRTs

ISACs

Regulators

Security researchers

…
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What should an operator / asset owner do?
Patches and updates!
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Vendor

• Production of human-readable advisory

• Publication

Find

• Search websites for new / updated advisories

• Download

Prioritize
• Sift criticality of vulnerabilities

Evaluate

• Do you have affected devices?

• Risk assessment

• Decision which actions should be taken

Manual process

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
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Severity of advisory
low

medium

high

critical
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Find
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Analyze
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Number of Advisories
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Number of Advisories CVE
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https://opensourcesecurity.io/2021/03/30/its-time-to-fix-cve/
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That doesn‘t scale!



Possible solutions
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Let’s automate the process…



Vendor

• Production of machine-readable advisory

• Publication

Find

• Search websites for new / updated advisories

• Download

Evaluate 
(static)

• Do you have affected devices?

• Risk assessment (static) => adopt criticality

• Criticality of the vulnerability

Measures

• Sift of advisories with affected devices sort by criticality

• Decision which actions should be taken

Process with CSAF

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
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Severity of advisory
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• Makes the impossible (stringent patch and update 
management) possible (at the moment often sporadic 
or dependent on personal availability/interests)

• Reduce human factor and individual work load
• No more manual searching for advisories
• Easier to determine affected devices
• Delegable
• See only relevant advisories

• Scalable across all participating vendors
• Enables basic risk assessment based on own 

environment
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Benefits for asset owners
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• Machine-readable asset inventory
• Request Advisories in CSAF from vendors
• Connection between both of them to leverage 

the full potential
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Requirements for asset owners
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Vendor (specific) 
internal tools and 

processes

…

Continuous Security 
Advisory Release (CSAR)

Unique Product IDs

Content Management 
System

Text editor / Writer

Quality of 
advisories

…

Supply Chain routinely 
included

Input data for automatic 
asset management

Existence of machine-
readable format

Existence of human-
readable format

Asset owner 
(specific) internal 

tools and processes

…

Routinely patching

Automatic processing of 
advisories

(Semi-) Automated 
processing of advisories

Manual processing of 
advisories

Requirements for 
tools and processes

…

Security downtime accepted/ 
minimized/ mitigated

Asset management system 
with unique Product IDs

Asset management with 
smart search

Web browser

Two sides of the same coin – different maturity stages

Vendor Asset owner
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Next step: reach stage 2 across parties

Vendor Asset owner
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Common Security Advisory Framework
• Machine-readable format for security advisories (JSON)
• Standardized way of distribution security advisories
• Build with automation in mind
• Standardized tool set
• Guidance to actionable information
• Successor of CSAF CVRF 1.2

What is CSAF?
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Ready to use!
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• Arista
• Cisco
• Dell
• Red Hat
• Oracle
• Siemens
• BSI
• …
See full list at: https://www.oasis-open.org/committees/membership.php?wg_abbrev=csaf

Who is involved in the development of CSAF? 

We need your support to make it work!
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Example
CSAF
Document
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Example
CSAF
Document
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Document level 
metadata

Product tree

Vulnerabilities
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One problem solved: unified format specified
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Where to find CSAF documents?

https://github.com/oasis-tcs/csaf/blob/master/csaf_2.0/prose/csaf-v2-editor-draft.md#7-distributing-csaf-documents
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 Valid CSAF documents
 File name restrictions
 TLS enforced
 TLP:WHITE freely accessible

CSAF publisher

 Well-defined URL / security.txt / DNS => provider-metadata.json
 List of advisories and latest changes and Fixed folder structure
 or ROLIE feeds
 Restriction on >=TLP:AMBER
 All requirements from CSAF publisher

CSAF provider

 Sign own advisories
 Hash advisories
 Published OpenPGP keys for integrity checks
 All requirements from CSAF provider

CSAF trusted 
provider

Vulnerability Management 2.0: Automation as key to IT Security – also in IACS | Thomas Schmidt
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Everything perfect?

CSAF 
publisher

CSAF 
provider

CSAF 
trusted 

provider
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Obviously not! Still many sources of information
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One more step needed to make it easy …
Saradi to the rescue!
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CSAF aggregator
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CSAF aggregator

• Trusted party
• Collects advisories from issuers
• Provides them
• API optional
• One-stop-shop
• Multiple around the world (National CERTs)

Scalable and resilient advisory distribution infrastructure (Saradi)
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• Asset management: needed for matching on asset owner side
• SBOM: identify easier which components to find advisories for
• VEX: tell customers that the product is not affected
• Security.txt (RFC 9116): tell researchers how to contact you
• CACAO: playbooks for automated actions
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Related topics
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• CSAF producer: https://github.com/secvisogram/secvisogram
• CSAF content management system: https://github.com/secvisogram/secvisogram + 

https://github.com/secvisogram/csaf-cms-backend (WIP)
• CSAF trusted provider: https://github.com/csaf-poc/csaf_distribution
• CSAF aggregator: https://github.com/csaf-poc/csaf_distribution (WIP)
• Provider checker: https://github.com/csaf-poc/csaf_distribution (WIP)
• CSAF management system: open for commercial and Open Source tools
• CSAF asset matching system: open for commercial and Open Source tools
• CSAF downloader: https://github.com/csaf-poc/csaf_distribution
• CSAF full validator: https://github.com/secvisogram/csaf-validator-service
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Tools developed by the community
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Secvisogram
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Conclusions



OASIS TC: CSAF website: https://www.oasis-open.org/committees/tc_home.php?wg_abbrev=csaf

CSAF GitHub: https://github.com/oasis-tcs/csaf

CSAF 2.0 JSON Schema: https://docs.oasis-open.org/csaf/csaf/v2.0/csaf_json_schema.json

CSAF 2.0 Prose: https://docs.oasis-open.org/csaf/csaf/v2.0/csaf-v2.0.html

CSAF 2.0 Examples: https://github.com/oasis-tcs/csaf/tree/master/csaf_2.0/examples

Secvisogram sources: https://github.com/secvisogram/secvisogram
Running Demo: https://secvisogram.github.io
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Where to find more information?
https://csaf.io
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BSI continues its efforts

For success active support of many parties is required
• Adopt CSAF for own advisories
• Marketing
• Additional support tools 
• Strong endorsement of CSAF towards 

• Vendors
• Operators

Summary & Action Items
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• Number of vulnerabilities discovered is rising 
=> number of advisories as well

• Advisories are needed for risk-based decisions
• Automation is possible – so automate the boring stuff

• Request your vendors to provide CSAF 2.0
• Clean up your asset inventory
• Provide CSAF documents to your customers to ease their pain
• Spread the word! #oCSAF #advisory

Key takeaways & actions
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Bundesamt für Sicherheit in der Informationstechnik (BSI)
Godesberger Allee 185-189
53175 Bonn
www.bsi.bund.de/dok/en_csaf

Mr. Jens Wiesner
Head of Section
Industrial Automation and Control Systems

csaf@bsi.bund.de
Tel. +49 (0) 228 9582 6404
Fax +49 (0) 228 10 9582 6404

Mr. Thomas Schmidt
Subject Matter Expert
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